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EXECUTIVE SUMMARY

Artificial intelligence is no longer a future concern; it is the operating environment. Founders
building Al-forward startups in 2026 face a dual challenge: navigating a rapidly expanding
landscape of Al risks that can expose their business, and recruiting talent from a workforce
whose Al readiness is profoundly unequal across geographies.

This brief synthesises two landmark 2026 research bodies: the MIT Al Risk Navigator and The
Geography of Skills, to give founders a grounded, data-backed framework for building
responsibly, staffing intelligently, and scaling with resilience.

THE CORE FOUNDER INSIGHT

You are not just building a product. You are building a risk portfolio and a talent
pipeline simultaneously. The MIT data maps what can go wrong with your Al
systems. The Geography of Skills data maps where your people will fall short. Both
demand the same response: intentional design, not optimistic assumption.
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01 | THE Al RISK LANDSCAPE - WHAT FOUNDERS MUST KNOW

MIT's Al Risk Initiative (AIRl) maintains one of the most comprehensive databases of Al risks
available publicly. The April 2026 Al Risk Navigator built by Spencer Michaels as part of his
Cambridge Boston Alignment Initiative fellowship allows, for the first time, cross-dataset
analysis across four interconnected bodies of evidence: catalogued academic risks, real-
world Al incidents, global governance documents, and mitigation frameworks.

I 1.1 The Seven Risk Domains Every Founder Must Audit

AIRI organises Al risk into seven top-level domains broken into 24 subdomains. These are not
abstract categories they are product liability areas, regulatory exposure zones, and talent
ethics requirements.
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Risk Domain Key Counts Founder Priority

Discrimination & 216 risks | 237 incidents  High any consumer-facing product
Toxicity | 552 gov docs
Privacy & Security 192 risks | 102 incidents  Critical most heavily regulated
| 901 gov docs domain
Misinformation 75 risks | 178 incidents | High incidents doubled since 2024
333 gov docs
Malicious Actors & 243 risks | 491 incidents  Critical highest incident volume of
Misuse | 771 gov docs any domain
Human-Computer 106 risks | 35incidents | Medium consumer Al & copilot
Interaction 408 gov docs tools
Socioeconomic & 278 risks | 23 incidents | Medium anticipated regulatory
Environmental 1,040 gov docs action
Al System Safety, 401 risks | 300 incidents  Critical most scrutinised domain
Failures & Limitations | 1,141 gov docs globally
.

FOUNDER ACTION: Domain Audit

Map every product feature to at least one of these seven domains before your next
funding round. Investors and enterprise customers are increasingly conducting Al
risk audits as part of due diligence. The Navigator at airi-navigator.com provides
subdomain detail pages with relevant incidents and governance documents use
them as your audit template.

I 1.2 The Governance Gap Where Regulation Will Catch Your Product

The MIT Navigator introduces the Governance Gap metric: whether a risk domain is over-
governed (regulation ahead of incidents) or under-governed (incidents outpacing
regulation). Under-governed domains are both opportunity and liability.

Domain Gap Status Implication for Founders

Misinformation Under-governed 87% of incidents occurred since 2023. Design

(3.1) (+0.08) ethics controls now mandates will follow.

Malicious Actors High incident 491 documented incidents. Bug bounty and
volume red-teaming are now a cost of doing business.

Socioeconomic Over-governed Regulators are anticipating harms not yet fully

Harms relative to materialised. Shape the narrative proactively.
incidents
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Domain Gap Status Implication for Founders

Al System Safety Highest scrutiny 300 incidents, 1,141 gov docs. Agentic and
globally autonomous systems are under the most
active watch.

I 1.3 The Incident Record- Learning from What Has Already Happened

Cross-dataset analysis of incidents by Al system purpose reveals which product categories
carry the highest documented exposure. These are not hypothetical risks they are recorded
failures.

Al System Type m Primary Risk

Autonomous Driving Regulatory & liability highest single-
purpose count

Chatbot 60 Hallucination, misuse, harmful output
structurally embedded risk

Question Answering 41 Health, legal, financial highest
consequence per error

Face Recognition 39 Discrimination and privacy several
jurisdictions restricting use

Content Recommendation 35 Engagement optimisation - harmful
content amplification

02 | THE TALENT REALITY - WHERE YOUR PEOPLE ARE AND ARE NOT READY
(INDIAN CONTEXT)

Building an Al-forward startup requires Al-ready people. The Geography of Skills (Shivani
Rawat, ISTD, 2026) provides the most granular primary data available on the Al readiness of
India's emerging professional workforce across Metro, Tier-2, and Tier-3 cities, validated by
interviews with six Training and Placement Officers (TPOs).

THE RESEARCH THESIS IN SEVEN WORDS
"Problem ability ki nahi, exposure ki hai." TPO-T3-2 | India does not have an Al
talent shortage. It has an Al training design shortage.

I 2.1 The Device Divide-The Structural Foundation of Everything
Every Al readiness metric in the study is moderated by a single blunt infrastructure variable:
personal laptop ownership vs smartphone-only access.
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74% 13% 15%
Metro: personal laptop Tier-2: personal laptop Tier-3: personal laptop
ownership ownership ownership

A 61-percentage-point infrastructure gap separates Metro from Tier-2 talent. This
determines whether a recruit can run development environments, access compute-intensive
Al tools, or complete standard corporate onboarding as designed. Smartphone-only access is
the default condition for 66% of Tier-2 and 69% of Tier-3 recruits.

I 2.2 Al Competency Scores - The Readiness Gap by Geography

Segment GenAl Score (1- | Al Readiness Plagiarism
5) Composite Awareness

Metro 4.12/5 3.77/5 3.81/5
Tier-2 3.20/5 3.05/5 2.44 /5 4 CRITICAL
Tier-3 2.86/5 2.87/5 298/5

THE TIER-2 PARADOX - Your Highest-Risk, Most Underserved Cohort

Tier-2 professionals score lower than Tier-3 on digital ethics (2.44 vs 2.98). 43% are
the most anxious cohort. 54% say their colleges left them 'not at all prepared.' 50%
aspire to government roles. NASSCOM (2024) identifies Tier-2 and Tier-3 as the
primary entry-level growth pool for tech hiring. Founders scaling from this talent
pool are onboarding people who are capable and aspirational but structurally
under-equipped.

I 2.3 The Digital Ethics Gap-Your Compliance Exposure

The most commercially significant finding is the digital ethics score for Tier-2 recruits:
2.44/5. This is a corporate liability not an abstract training gap. Any organisation
onboarding Tier-2 talent without explicit Al ethics training faces exposure to:

— Unintentional data misuse in client-facing workflows

— Al-generated content submitted as original work

— Intellectual property and plagiarism violations in R&D functions
— Prompt injection risks in Al-assisted operations

REGULATORY CONTEXT

The MIT Navigator confirms 87% of documented Misinformation incidents occurred
since 2023, with the domain classified as 'under-governed.' The India DPDPA (2023)
and EU Al Act extraterritorial provisions mean ethics failures in Al use even
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unintentional ones carry escalating compliance consequences. Ethics training in
onboarding is no longer optional for founders serving regulated industries.

I 2.4 Training Preferences - How Non-Metro Talent Actually Learns

The study validates that non-metro talent requires a fundamentally different learning
architecture. Three assumptions embedded in standard corporate training are empirically
incorrect for the majority of India's professional pipeline.

All hires have a laptop and broadband 66% Tier-2 and 69% Tier-3 recruits are
as baseline smartphone-only learners

All hires have English proficiency for e-  74% of Tier-2 prefer classroom/hybrid

learning delivery. 59% prefer Hinglish as learning
language

Recruits can engage with self-paced H2 Strongly Confirmed: Non-metro talent

async content requires instructor-led training design

03 | SIXSTRATEGIC RECOMMENDATIONS FOR FOUNDERS

The following recommendations synthesize findings from both research bodies into
actionable decisions for founders building Al-forward startups. They are ordered by the
urgency of the risk each address.

I Recommendation 1 | Build Risk Domain Awareness into Product Design from Day One
Use the MIT Navigator's seven-domain taxonomy as a design checklist, not a post-launch
audit. For each product feature, identify which risk domain it touches, what governance
documents apply in your target markets, and what incident patterns exist for comparable
systems.

— Use airi-navigator.com subdomain pages as living references during sprint planning
and design reviews.

— Assign named ownership of each relevant risk domain even in a team of three.

— For Misinformation (3.1) and Malicious Actors (4.x): implement content provenance
tracking and abuse reporting before launch, not after the first incident.

I Recommendation 2 | Make Al Ethics Module 1 in Your Onboarding, Not Module 10
The Tier-2 ethics finding (2.44/5) is a direct operational instruction. Ethics training must
precede tool training.

— Cover Al ethics, plagiarism awareness, and acceptable use policy in the first week
before recruits use any company Al tools.
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— Use the "10-Minute Failure Lab" from the Geography of Skills research: grant recruits’
explicit permission to generate bad Al output in a safe environment, then review it
together. This breaks the rote-learning pattern that causes passive Al misuse.

— Consider Al ethics scores as a hiring diagnostic. The Al Readiness Gap Index (ARGI)
provides a validated pre-joining assessment framework.

I Recommendation 3 | Design for Mobile-First; Treat Laptop as Premium
If your product interface, onboarding flow, or internal tooling assumes a laptop user, you are
designing for a minority of your non-metro talent pipeline.

— Audit every internal tool and training module for mobile compatibility before scaling
Tier-2/3 hiring.

— Test every Al-assisted workflow, copilots, prompt tools, documentation systems on a
mid-range Android device before assuming deployability.

— Use progressive disclosure design: core functionality on mobile, advanced features
unlocked on desktop.

I Recommendation 4 | Tier Your Talent Development Architecture
Do not apply the same onboarding design to Metro, Tier-2, and Tier-3 recruits. The research
proposes a validated three-track architecture:

Talent Segment Architecture Lead Design Principle

Tier-3 Recruits Foundation-First Hands-on guided practice. Assume this is
first structured Al exposure.

Tier-2 Recruits Confidence-First + Highest-risk cohort. Lead with
Ethics-First psychological safety and ethics before
tool proficiency.
Metro Recruits Deepening & Assume baseline familiarity. Focus on
Differentiation applied Al and critical output evaluation.

|_Recommendation 5 | Adopt a Two-Track Language Strategy

"Hinglish is the scalable pan-India training language for Hindi-speaking states. For non-Hindi-
speaking states, Vernacular + English is the appropriate format. No single language works for
all of India." Geography of Skills, 2026.

— Commission Hinglish versions of Al training content for Hindi-speaking markets; state-
language versions for regional markets.

— Apply the same logic to your Al product: a chatbot that responds only in formal
English is not accessible to 66% of your Tier-2 target users.

— Treat Hinglish as a product feature, not a localisation afterthought it is emerging as a
competitive differentiator in consumer Al.
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I Recommendation 6 | Conduct a Pre-Joining Al Readiness Audit at Scale

The ARGI (Al Readiness Gap Index) and ARAT (Al Readiness Assessment Tool) from the
Geography of Skills research provide a validated 15-item framework for benchmarking new
hire readiness before onboarding. Knowing where each cohort starts allows you to close

actual gaps, not assumed ones.

— Implement a pre-joining audit covering device access, Al tool familiarity, digital ethics
awareness, learning modality preference, and language comfort.

— Use ARGI scores to assign recruits to the appropriate training track on day one not
after six months of performance reviews.

— Track cohort-level ARGI data quarterly to measure whether your training design is
closing the readiness gap over time.

04 | THE FOUNDER'S DECISION MATRIX

The matrix below cross-references MIT risk domains with talent readiness findings to
identify the highest-consequence decision points for Al-forward founders in 2026.

Founder MIT Risk
Decision Domain

Launch Al
content product  (3.1)

Hire non-metro

talent at scale & Toxicity
Build agentic Al Al System
system Safety (7.x)
Expand into Privacy &
regulated Security +
markets Governance
Build Al copilot / Human-
assistant Computer
Interaction

Misinformation

Discrimination

Talent

Readiness Risk

Tier-2 ethics:
2.44/5

Device divide:
61-pt gap

Low applied Al
competency in
Tier-2/3

Ethics and
compliance
awareness

gaps

Overreliance +
low critical Al
literacy

Recommended Action

Red-team outputs before
launch. Implement provenance
tagging. Mandate ethics training
pre-go-live.

Pre-joining ARGI audit. Mobile-
first onboarding. Assign to
tiered training track.

Restrict agentic access until
personnel complete verified Al
safety training. Document
human-in-the-loop checkpoints.

Al risk domain audit by target
sector. Map governance
documents to product. Prepare
compliance documentation.

Design explicit uncertainty
signalling into the product. Train
users to verify Al output;
prioritise non-metro users.
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05 | CLOSING NOTE: THE DESIGN IMPERATIVE

The MIT Al Risk Navigator and The Geography of Skills are, in essence, the same argument
made from opposite directions. The MIT data shows that Al systems produce real,
documented harms when risk is not designed out. The Geography of Skills data shows that Al
workforces produce real, documented capability gaps when training is not designed in.

Both sets of failures share a common cause: optimistic assumption replacing intentional
design. The founder who assumes their product is safe enough, their talent pipeline ready
enough, or their training generic enough will face the consequences that both datasets
document incidents, compliance failures, and talent that cannot perform at the speed the
product demands.

[ |
THE MEHAN COMMITMENT
MEHAN works with founders, L&D leaders, and HR teams to close the gap between
Al ambition and Al readiness. The frameworks in this brief are starting points. The
conversation with your team, training partners, and governance advisors is the work.
We're launching India’s first pre-joining Al Diagnostic (ARAT), Al Readiness Pulse
Report.
Get an Early access: connect@mehan.co.in/ +91 88407-39096
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